


Agenda

Zopar prikladov na IP kalkulacie

Transportna vrstva
e TCP
e UDP

Upper layers
e Session, Presentation a Application
e Priklad : Ako funguje HTTPS protokol ?

NAT (Network Address Translation)
* Preco to potrebujeme ?
* Ako to funguje ?
e Aké su zakladné typy NAT ?

* Routing
e Staticky
* Dynamicky

o Zaklady sietovej bezpecnosti
* Ako jednoducho sa daju zneuzit existujuce
protokoly ?
 Networking v Cloudoch
e Ako funguju siete a subnety ?
e Ako funguje routing ?

 Preco je dobre pripravit koncepty tak, aby
sa sumarizovali ?
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Transport layer

* je zodpovedna za dorucovanie dat (Udajov) do prislusného aplikacného procesu na
hostitel'skych pocitacoch.

* Dobre zname procesy su :

e apache alebo nginx pre webové sluzby
e openssh server pre SSH pripojenie
* RDP server pre pripojenia vzdialenej pracovnej plochy

* Na jednom serveri mézeme mat spustenych viacero sluzieb. Kazda sluzba otvara iny port.

e Priklady
* webovy server — porty 80(nezabezpecené - http) alebo 443(zabezpecené - https)
* Mailovy server — port 25 (nezabezpecené) alebo 465 (zabezpecené)

* Na transportnej vrstve je , ale najdolezitejsie su len 2 z nich :

* TCP — Protokol riadenia prenosu
 UDP - Protokol uzivatel'ského datagramu



Zdrojovy & Cielovy Port

Ziadost (z pocita¢a na server) :

e Zdrojovy port je na zdrojovom pocitaci definovany ako nahodné Cislo medzi 1
— 65535

* Toto Cislo sa zmeni s kazdym novym pripojenim.

e Zakazdym, ked'v prehliadaci Google Chrome otvorite novu kartu, vas pocita€ na to pouzije novy
zdrojovy port.

* Cielovy port je definovany na cielovom serveri na zaklade preddefinovanych
hodnot aplikacie. Tiez to moze byt Cislo medzi 1 - 65535
» Kazda aplikdcia ma svoje vlastné preddefinované porty a protokoly, takze ich fudia nemusia poznat.
* Ak otvorite novu webovu stranku, bude to port 80(ak http) alebo port 443 (ak https) a protokol TCP
* Existuje portov, ktoré sa pouzivaju pre rovnaky typ aplikacii (web, mail, atd)

e Cielové porty medzi 1-1024 su zvycajne definované ako ,,statické“(definované pre nejaky typ
aplikacie) a porty vyssSie ako 1024 su definované ako ,vysoké porty*“.



Zdrojovy & Cielovy Port

Odpoved (zo Servera na pocitac) :

» Ked webovy server odpovie na vasu poziadavku, vymeni si porty
* vas povodny zdrojovy port sa stane cielovym portom
* vas povodny cielovy port sa stane zdrojovym portom
» vas pocita¢ bude presne vediet, ktora karta Google Chrome vytvorila tuto poziadavku.

Request

Source port : 1234
Destination port: 5678
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Server. S

Iny

Source port : 5678
Destination port: 1234

Response




TCP — Transmission Control Protocol

* Je to protokol orientovany na pripojenie

* Prioritou je dorucit kompletné data
zo servera na klienta(napr.

webstranka) Source port

* Je to pomalSie kvéli mnohym vstavanym
kontrolam

Destination Port

Sequence number

* Prizacati komunikacie vyuziva 3-
smerné podanie ruky

Acknowledgment number

* Pouziva potvrdzovanie pre kazdy
paket.

* Po uspesnom doruceni udajov
pouzije ukoncenie podania ruky

(znamy ako finalne podanie ruky) Checksum

e TCP hlavicka obsahuje vSetky polia pozadované
pre vsetky tieto kontroly

Urgent pointer




TCP — Handshakes

Client

Sends ‘SYN’
(seq=m)

Recelves’ACK'
(ack = n+1)

Client

Sends ‘FIN'

Server

(seq =x)

Receives'FIN'
(seq =x)
Sends'FIN'
(seq=Yy)

Sends ‘ACK’
(ack = x+1)




TCP — Data transfer

SYN

T e




UDP — User Datagram Protocol

e Je to protokol bez spojenia

* Nie kazdy paket je prioritou, prioritou je
datovy tok Source Port Number

« Ked telefonujeme — je lepsie stratit (2 bytes)
niektoré pakety, ale nechat hovor

Destination Port Number
(2 bytes)

otvoreny, ako prerusit hovor, ked'sa

jeden paket niekde strati Length

(2 bytes)
* Je ovela rychlejsi ako TCP

Checksum
(2 bytes)

* Neexistuju ziadne vstavané kontroly na
potvrdzovanie paketov

» Zdroj mozZe odosielat Udaje v prude

e Hlavicka UDP obsahuje iba polia potrebné na Payload Data (If Any)

prenos dat

(variable length)




UDP stream

UDP

REQUEST
€

RESPONSE

RESPONSE | [1111111] |

RESPONSE

Sender Receiver






Upper layers

Funkcie vsetkych 3 nasich vrchnych vrstiev sa vztahuju na aplikaciu(napr. Google Chrome)

Application vrstva
* Je to GUI (grafické pouzivatelské rozhranie) vasej aplikacie — predna cast
* Priklad: Google Chrome, Outlook alebo akakolvek ina aplikacia

Presentation vrstva
 Je to pozadie aplikacii. Definuje format udajov a Sifrovanie.
 Priklad: ASCII, UNICODE, JPEG, GIF, TLS, SSL a iné

Session vrstva

* Poskytuje mechanizmus na otvaranie, zatvaranie a manazovanie relacie medzi aplikaciou
koncoveého pouzivatela a sluzbou beziacou na serveri.






Co je DNS a preco ho potrebujeme?

DNS je velka siet serverov umiestnenych po celom svete, ktoré obsahuju
distribuovanu databazu nazvov domén a IP adries. DNS, ¢asto oznacCovany
ako internetovy adresar, spaja nazvy domén s IP adresami. Ked teda do
prehliadaca zadate adresu URL stranky, DNS najde IP adresu, ktora sa
zhoduje s ndzvom domény. Vas prehliada¢ potom moze kontaktovat
spravny server a nacitat webovu stranku a jej obsah.

Potrebujeme to, pretoze si nemozeme zapamatat vsetky IP adresy (ktoré sa
dynamicky menia) pre kazdy server, ktory by sme chceli dosiahnut.

DNS umoznuje load balancing medzi servermi na rovnaky ucel (facebook,
google, atd.). Bez DNS bude mimoriadne tazké poskytovat celosvetove
sluzby.



Ako funguje DNS ?

 Navasom PC vzdy ziskate konfiguraciu DNS servera ako sucast DHCP

. Ludia nevedia, ako funguje vytvaranie sieti, preto je to automatické.

. IP servera DNS je vacsinou vas router, ale iba posiela vase poziadavky DNS smerom k ISP alebo korenovym
serverom DNS.

. Najznamejsie DNS servery su : 8.8.8.8 (google) a 1.1.1.1 (Cloudflare)

* Ked sa chcete dostat na stranku www.facebook.com, vas pocitac tomu nerozumie.
Moze pristupovat iba k cielovym IP adresam — nie k retazcom.
. PocitacC odosle poziadavku DNS na vas server DNS

. Jednoduchy dopyt, kde je len webova stranka, na ktoru by ste sa chceli dostat.
. PouZiva UDP (rychly) protokol s portom 53 (UDP_53), pretoZe potrebujeme rychlu odozvu.
. lde o Cistu textovu komunikaciu, takze ak niekto sedi v jej strede — vidi, aké webové stranky si prezerate!

. Server odosle odpoved's IP adresou
. Mobzete to simulovat pomocou CLI : nslookup www.facebook.com

. Skontrolujte to viackrat, uvidite, Ze IP sa niekolkokrat zmeni.
e Potom bude nasledovat uz znamu cestu pomocou smerovania IP adresy smerom k
internetu.

 Youtube video (2:24) vysvetlenie je tu :


https://youtu.be/Ersp-jvfWpc

DNS in pictures

 Existuje len niekolko korenovych serverov DNS

* Na celom svete vSak existuju stovky serverov
DNS z6ny 1 urovne. Len aby sa zabezpecilo, ze
DNS bude dostupné pre kazdého.
* Su synchronizované a maju svoju lokalnu
vlrovn_a,vacm pamat, do ktorej na nejaky cas
ukladaju odpovede DNS (predvolené 24 hodin)
DNS-Root zone “'.”
\ WWww.amazon.com
.\
1* level zone com d \_ ooy
'L ¢-cdu oL
/\ /\ /X 2. Provides IP : 10.1.
7 ¢ l'll ‘,f' ‘ ‘\. l".
, \ \ / \
o Jisis google’com. |
2 level zone . " ® ’ ®
31 level zone P .
drive.google.com.

3. Makes HTTP Request
mail.google.com.

4. HTTP Response

User with Web browser






PreCo nemame na vSetkych zariadeniach verejnu IP ?

Bezpecnostné dovody: ak vsetky PC, notebooky, mobilné telefény a dalsie

zariadenia (TV, X

oox, PS, loT zariadenia) budu mat verejnu IP adresu (bez

akejkolvek ochrany) — budeme sa moct priamo pripojit z jedného

zariadenia k dru
zariadenia.

nemu. To nechceme — [udia nevedia, ako nastavit svoje

Pocet IP adries: Standard IPv4 bol vytvoreny v roku 1981 s viac ako 4,3
miliardami dostupnych adries IPv4. Koncom 80. rokov to uz nestacilo. Len si
predstavte vsetky pocitace a zariadenia |oT, ktoré sa dnes pripajaju na

internet. Teraz si

predstavte vsetky internetové sluzby a ich komplexnost.

(nslookup www.facebook.com) Jednoducho nemame dostatok IPv4 adries

pre kazdého.



Private IP addresses

* Privatne IP adresy: v roku 1996 bolo rieSenie publikované ako standard. V
ramci tohto dokumentu boli 3 nezavislé prefixy IPv4 vyhradené len na
sukromné pouzitie. Tie nie su smerované do vnutra internetu — takze
jednoducho, ak mate iba tieto IP adresy — ste nedosiahnutelni z

vonkajsieho sveta.
10.0.0.0/8
192.168.0.0/16
172.16.0.0/12
e MOzu byt pouzité pre jedného najomnika (zakaznika), takze vacsina z vas
ma rovnaké IP adresy vo svojich doméacich sietach (napr. 192.168.1.0/24)

 Otazkou vsak je — ak mame vsSetci na svojich zariadeniach len sukromné
adresy IP, ako je mozné, ze sa vsetci dostaneme k internetovym sluzbam

(napr. facebook) ?



NAT ako riesenie

e Ako to funguje ?

VSetci pouzivatelia, ktori nepotrebuju verejné IP adresy (vacSinou domaci pouzivatelia), budd
predvolene dostavat iba sukromné IP adresy.

ISPs (Internet Service Providers — Poskytovatelia internetovych sluzieb ako napr. Telekom, Antik,
atd.) budl mat svoje vlastné verejné IP adresy. (SU velmi drahé —a ich cena stupal)
Poskytovatelia internetovych sluzieb su zodpovedni za svoju verejnu IP podsiet, ich zakaznici su
zodpovedni za svoju sukromnu IP podsiet.

Domace routre su vopred nakonfigurovane tak, aby vykonavali jeden typ NAT — existuje vSak viac
typov.

Vas domaci router jednoducho skryje vase sukromné rozsahy IP doma pre jednu jedinu adresu IP.
. Na to pouZije tabulku NAT, kde je mozné spatne sledovat kazdé spojenie.

. Kazdé pripojenie ma svoju zivotnost, preto by sa tabulka mala obnovit, ked sa odpojite od internetove;
sluzby (napr. facebook, ked zatvorite kartu na pocitaci — pripojenie je ukoncené)

e Kolko relacii vieme skryt za jednu verejnu IP ?

Priblizne 65 000, zavisi to od vyrobcu zariadenia a jeho konfiguracie



Hide NAT(Network Address Translation)

‘ 88.212.54 47 ‘ ‘ 31.13.84.36 ‘

- - '10 / \
Moj mobil / \ T
T
192.168.1.0/24 E E
i Router
Iny mobil D 11 Facebook.com
Source NAT setup :

Original IP : 192.168.1.0/24
Source NAT IP : 88.212.54.47

Hide NAT (Port Address Translation) table on router

Original packet Translated packet
Source IP address Source port Destination IP Destination port Source IP address  Source port (1-65535) Destination IP Destination port
192.168.1.10 11653 31.13.84.36 443 88.212.54.47 1 31.13.84.36 443
192.168.1.11 22423 31.13.84.36 443 88.212.54.47 2 31.13.84.36 443

« Co sa stane, ked komunikacia pride z internetu na nasu verejnu IP a cielovy port,
ktory nie je v tabulke? — upusti sa.

e 7 tohto dovodu vacsina skodlivéeho softvéru iba otvara relacie na internete.



NAT (Network Address Translation)

* Hide NAT — PAT (f.e. Antik internet)

 Jeden zakaznik alebo skupina zakaznikov je skryta za jednu verejnu IP adresu

 Pretoze tento koncept sa mdze pouzit viac krat za sebou, mézeme mat jednu domacnost, ktoru
skryvame za jednu privatnu IP a potom vsetky tieto privatne IP skryvame dalej za jednu (alebo
viac) verejnych IP.

* Dynamic public NAT (for free with Telekom VDSL)

e Je pod-typom Hide NAT, kde ale na interface vasho domaceho routra dostanete bud priamo
verejnu IP, alebo privatnu IP, ktora bude NAT-ovana spdsobom 1:1 za nejaku verejnud.

e Tato IP sa mbze zmenit kazdym restartom routra.

 Static public NAT — 1:1 NAT (extra paid service)

 Toto sa pouziva ak si kipite verejnu IP od ISP (Internet Service Providera)

 Potrebujete mat ale zariadenie, ktoré podporuje konkrétne nastavenia ktoré je aj potrebné
vykonat.






VLAN & Subnet separation

* Why is separation important
* Security —we don’t want to have everyone in the same VLAN

* Broadcast (f.e. ARP) messages are flying around and all PCs mu
at least read them

* CPU overhead (PCs are listening)
* Network overhead

e Within one VLAN there are many ways to attack one PC to
another

* Onour lastlesson | would like to show you some examples
* Therefore, we have
* home segmentation :
e Each flatin a block has their own VLAN
e company / school segmentation
e Each group of people will have their own VLAN — examples :
e Students
e Teachers
* Head office
e Administrator (Engineering)

* But question is — if we will do the separation and everyone will have
his own VLAN, how can we connect from one VLAN to another ?

Fero VLAN 10
IP:10.1.1.1/24
GW (RT) : 10.1.1.254/24

Mato VLAN 20
IP:10.1.2.1/24
GW (RT) : 10.1.2.254/24

Lukas VLAN 30
IP:10.1.3.1/24
CW (RT) : 10.1.3.254/24

SI—N
PC-PT
KE-Fero

KE-Mato KE-LAN

KE-Miso

Slide
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Router on a Stick

How do we interconnect VLANS ?

The only way how to inter-connect VLANSs is using device on L3 or
higher layer.

* Router
e Firewall

Easiest way to configure interfaces on router is just to connect physical
interface per-VLAN. But because routers mostly don’t have too much
interfaces — we have to think about it

What is router on a stick ?

This name is used when router is connected to a switch with only one
physical connection, configured as trunk with multiple allowed VLANs

How does it work ?

On router we will configure subinterfaces as an edge of some VLAN
It is a logical interface with

e Interface name

e |P address from that VLAN

e VLANID

In both cases we are calling those networks (VLANSs) directly connected to this
router.

Router on a stick configuration is more used and configuration from router
perspective is very similar

Fero VLAN 10
IP:10.1.1.1/24
GW (RT) : 10.1.1.254/24

Mato VLAN 20
IP:10.1.2.1/24
GW (RT) : 10.1.2.254/24

Lukas VLAN 30

IP:10.1.3.1/24 —

GW (RT) : 10.1.3.254/24  PC-PT
KE-Miso

Fero VLAN 10

IP:10.1.1.1/24

PC-PT

GW (RT) : 10.1.1.254/24
KE-Fero

Trunk link
Allowed VLANSs : 10,20,30

2911
KE-LAN KE-RT

sublinterfaces configured on this router :
gi0/0.10
gi0/0.20
gi0/0.30

Mato VLAN 20
IP:10.1.2.1/24
CW (RT) : 10.1.2.254/24

— S
PC-PT
KE-Mato

Lukas VLAN 30

IP:10.1.3.1/24 ,
GW (RT): 10.1.3.254/24  PC-PT
KE-Miso



Router & Switch configuration for VLAN separation

# Switch configuration . -
g # Router conflguratlon

! Now let's create VLANs
vlan 10 ! Second let's just enable physical interface

o ! by default all interfaces on a router are shutdown

name Mato interface gigabitEthernet 0/0

vlan 30 no shutdown
name Lukas

! Now let's configure access interfaces ! Last let's configure VLAN SubInterfaces
interface FastEthernet0/1 interface gigabitEthernet 0/0.10

description VLAN1@-Fero :
switchport mode access encaPSUlatlon dot1Q 10

switchport access vlan 10 J.p address 10.1.1.254 255.255.255.0

description VLAN1O-Fero
interface FastEthernet@/2

description VLAN20-Mato : g 3
switchgo.—t mode access interface gigabitEthernet 0/0.20

switchport access vlan 20 encapsulation dotlQ 20

: ip address 10.1.2.254 255.255.255.0
terf FastEth te/3 S

jgsﬁiiﬁijionaém,gffﬁkas description VLAN2@0-Mato

switchport mode access
switchport access vlan 30 interface gigabitEthernet 0/0.30

! Now let's configure trunk interface towards router ?ncapsu.[atlon dot1lQ 30

interface GigabitEthernet@/1 ip address 10.1.3.254 255.255.255.0
gescr piion Mosice g10/0 description VLAN3@-Lukas

switchport mode trunk

switchport trunk allowed vlan 10,20,30

! Exit config mode and save configuration
! And finally just save the configuration end

end

write write




Static routing

Fero VLAN 10
IP:10.1.1.1/24
CW (RT) : 10.1.1.254/24

Mato VLAN 20
IP:10.1.2.1/24
GW (RT) : 10.1.2.254/24

Lukas VLAN 30
IP:10.1.3.1/24
CW (RT) : 10.1.3.254/24

IP Planning Original :

Kosice : 10.1.0.0/16
Zvolen : 10.2.0.0./16
Zilina : 10.3.0.0/16
Bratislava : 10.4.0.0/16

PC-PT
KE-Fero

192.168.1.0/30
e
"9

7

cl
PC-PT
KE-Mato

2911
Kosice

Transfer VLANky :

5 KE -> ZA :
PC-PT KE: 192.168.1.1/30
KE-Miso ZA : 192.168.1.2/30

KE -> ZV :
KE : 192.168.2.1/30
ZV:192.168.2.2/30

ZV ->BA:
ZV:192.168.3.1/30
BA :192.168.3.2/30

ZA -> BA:
ZA : 192.168.4.1/30
BA:192.168.4.2/30

-

192.168.2.0/30

Miro VLAN 10
IP:10.3.1.1/24
GW (RT) : 10.3.1.254/24

11 L
Zilina 192.168.4.0/30
~

192.168.3.0/30 2911

- Bratislava

Brano VLAN 10
s IP:10.2.1.1/24

PC-PT  Gw (RT): 10.2.1.254/24
ZV-Brano

e
PC-PT
BA-Peto

—
PC-PT
BA-Tomas

PC-PT
BA-Juraj

Peto VLAN 10
IP:10.4.1.1/24
GW (RT) : 10.4.1.254/24

Tomas VLAN 20
IP:10.4.2.1/24
GW (RT) : 10.4.2.254/24

Juraj VLAN 30
IP:10.4.3.1/24
GW (RT) : 10.4.3.254/24

Slide
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Static routing

What with all those networks that are not just
directly connected to our router ?

* By default, router don’t know where to send
traffic.

* |f he don’t know — he will drop the traffic as
you can see on our example here.

 How to configure static route :

ip route 10.4.0.0 255.255.0.0 192.168.2.2

What is default route ?

e All traffic that doesn’t match other routes will
be send to a given destination.

* How to configure default route :

ip route 0.0.0.0 0.0.0.0 192.168.2.2

Kosice#show ip route

Codes: L - local, C - connected, 5 - static, R - RIPF, M - mobile, B - BGF
I - EIGRF, EX - EIGEF external, 0 - OSPF, IR - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, EZ - OSPF external type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1, L2 - I5-1I5 lewvel-2, ia - I5-I5 inter area
* — pandidate default, U - per-user static route, o - QDR

P - periodic downloaded static route
Gateway of last resort is not set
2 masks

10.0.0.0/8 is wvariably subnetted, & subnets,

C 10.1.1.0/24 is directly connected, GigabitEthernet(/0.10

L 10.1.1.254/32 is directly connected, GigabitEthernet0/0.10

C 10.1.2.0/24 is directly connected, GigabitEthernet(/0.20

L 10.1.2.254/32 is directly connected, GigabitEthernet0/0.20

C 10.1.3.0/24 is directly connected, GigabitEthernet(/0.30

L 10.1.3.254/32 is directly connected, GigabitEthernet0/0.30
1%2.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 1%2.168.1.0/30 is directly connected, GigabitEthernet(/1

L 1%2.168.1.1/32 is directly connected, GigabitEthernet(/1
182.168.2.0/24 is variably subnetted, 2 subnets, 2 masks

C 15%2.168.2.0/30 is directly connected, GigabitEthernet(/2

L 1%2.168.2.1/32 is directly connected, GigabitEthernet(/2

Kosice#

Kosice#show ip route 10.4.1.1
% Subnet not in table

Slide
28



Dynamic routing

What is good about static routes ?
* Administrator is the only responsible person who can make changes in his network.

What is bad about static routes ?

* Response time — if link between two routers goes down, administrator will be informed, and he will have to
correct it.

e Because of this, we are using static routes only in very small networks.

e |f we have redundant links — we can’t wait for administrator to correct it. What if he will be on vacation ? Half
of Slovakia won’t have Internet connection until he will be back ?

What is dynamic routing ?

* Set of functions on a router that allow communication between routers. They will tell each other which
directly connected networks they have, and this information is propagated between them.

* There are many different protocols (f.e. OSPF, BGP, EIGRP, e.t.c.) that will provide you this function in a

differenkt way. But all of them are dynamic and all of them support convergence in case of failure in a
network.

* Iflink between Kosice and Zvolen will go down for any reason, dynamic routing will detect and change
routing to Zvolen subnet via Zilina and Bratislava.

Slide
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Routing decision in detail

Which route type has the highest priority on a router ?
* The most specific route for a given IP subnet always wins against larger network
* If we have two routes for 10.1.1.1 in this two subnets :
 10.0.0.0/8 via path A
* 10.1.1.0/24 via path B = this will win, because it is more specific

e If there are 2 routes for the same network, each route has 2 values that are used for this decision :
* Administrative distance (AD) — lower is better
 Metric— lower is better, but it is only checked when two routes have the same AD
e This value can be setup with static routes, or can be calculated with dynamic routing protocols

* Administrative distance is different for each type of route :
» Directly connected (f.e. : Router on a Stick) — value is O
* There can be just one directly connected network with a given IP range |
e Staticroute—valueis 1
e Dynamic route — different per routing protocol (example : OSPF value is 110)

Slide
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https://en.wikipedia.org/wiki/Administrative_distance

Routing decision simple

How router is doing decision based on priority :

1.  Which is the most specific route for given IP ?

1. If thereis just one route for this most specific subnet — it will be routed based on this entry (no other
checks are needed!)

2. If I have 2 identical ranges routed via different input (directly connected, static route, dynamic route) :
1. What is the Administrative distance of this route input ?
1. Lowest always wins !

2. If I have 2 identical ranges routed via the same input (static route, dynamic route)
1. What is the Metric number ?
1. Lowest always wins !

Slide
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Network Security Basics

What CIA means in the world of Network Security ?

* Confidentiality
* assurance that the information is accessible only to CONFIDENTIALITY

those authorized to have access

INFORMATION
SECURITY 3

e (Data) Integrity

e the trustworthiness of data or resources in terms of
preventing improper and unauthorized change

* Availability AVAILABILITY
e assurance that the system responsible for delivering,
storing, and processing information are accessible
when required by the authorized person
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Network Security Vocabulary

Just few of them, but there are many more :

Vulnerability

e Existence of weakness, design, or implementation error that can lead to an unexpected event compromising the
security of the system

Exploit
e abreach of IT system security through vulnerabilities
Acceptable risk

* Vendor/s will accept, that risk of exploiting this vuInerabiIitY is not so high, or it will significantly lower down
usability of feature. Therefore, it will be accepted as possible risk without fix.

Zero-Day Vulnerability / Attack

e an attack or vulnerability that affects application before the software developer releases a patch for it
Phishing

e claiming to be from a legitimate site in an attempts to acquire a user’s personal or account information
Man-In-The-Middle Attack

e Attack type, when attacker sits between victim and his destination server to see the traffic
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Symmetrical vs Asymmetrical encryption

Symmetrical encryption Asymmetrical encryption
e Uses pair of keys

* Symmetric encryption uses a single key * Private — we will never share this!

* Friendly to CPU usage * Public — we will share with others
 Mathematical logic is applied — you cannot calculate
[ J—
I|:|Ot >0 Secdurle Yohu need to exchange the private from pub%ic and other way around.
ey & used algorithm. * If data are encrypted with one key — they can be
decrypted only with the second key.
Symmetric Encryption Asymmetric Encryption
Secret Slr?xov ‘ Secret Different Keys Secret
Key Key Key
— A4Sh*L@9. T —L — ::fh/‘a.:». —L
— = | G | = — |G [ —
a—t M :::{;t:;; D 4 S i— — 1::{391’20 D i
e —

Plain Text Cipher Text Plain Text Plain Text Cipher Text Plain Text
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How HTTPs works ?

e Itisusingclassic HTTP method, but in encrypted way.
e 2 protocols that are mostly used : SSL or TLS

* Forencryption—itis using combination of symmetric &
asymmetric encryption

° Request to server

—

° Answear with certificate

* Asymmetric —to exchange key and used algorithms e
* Symmetric —for all further communication a0 ) @ Verifation:
(x50 9] otegry
. . . , o ° Client identification 'LJ?;,“,’Q,’.;’;".
* Important partis Verification of server’s certificate — © Generatin
g
e How can | trust this server ? © \Verification ki g W E (] vkl
. . (- . . and encryption
e |t was signed by Certification Authority, that | of symmetric key
trusted.

* |f we will translate it in human language — we can
check ID card or passport, because we trust the
organization that issued it.

° Symmetric encryption
-
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How to check if page is valid ?

Before entering any information on any web page, always <
check this :

* |sthisthe domain | should be on ?

e |f web page is asking you to enter some data or login - - -
information — always check if the page is really the one &S C { A NotSecure | polgari.sk

you are looking for.
e Example:am | on facebook or facbook ?

@ facebook.com

C O

P O
° DoeS |t have a Valld Certlflcate ? - C | A Not secure W,f'self-signedbadssl.com P * g

* Do not enter any information to HTTP page — always
use HTTPS instead. If page doesn’t have HTTPS version, a

don’t use it.

e |fyou are on page using HTTPS - browser will show Your connection is not private
Wa rn'ﬂg message |f ce rt'ﬂcate |S |nva||d Attackers might be trying to steal your information from self-signed.badssl.com
* In this case — do not enter this page ! e
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How ARP works ?

It is a very simple protocol that uses cleartext traffic within one
network to translate IP address into MAC address.

It consist of 2 messages :
* ARPrequest:

* Broadcast message to everyone in the same network
with a question

* Thisis a frequent question based on endpoint setup

e ARPreply:
e Unicast message from the destination back to the
source.
e If is sent by destination — it
called

* This one is used in case new device is introduced
with the same IP —f.e. : you have network with 3
available IP addresses, and you will disconnect one
laptop from it and connect a new one. It will
“introduce itself” to his default gateway.

ARP request
Broadcast

192.168.1.10

ARP reply
Unicast

Answer to requestor :
Hey, that is me :
000c.4567.c3a8

192.168.1.10

192.168.1.20

192.168.1.1

192.168.1.5

192.168.1.20

192.168.1.1

192.168.1.5




Man-In-The-Middle Attacks

A man-in-the-middle (MitM) attack is when an
attacker intercepts communications between
two parties either to secretly eavesdrop or
modify traffic traveling between the two.
Attackers might use MitM attacks to steal login
credentials or personal information, spy on the

victim, or sabotage communications or corrupt
data.

* |tisan attack category and there are many
types of MitM attacks.

e you can achieve this using different
protocols and vulnerabilities — or using
physical interception of a wire between
victim PC and router




What is ARP poisoning ?

This is a MitM attack type, using ARP protocol.

ARP works in the same way in your local network and in public
wireless network (f.e. school, bus station, hotel, e.t.c.)

How ARP poisoning attack work ?

It is using (%ratuitous) ARP reply message from attacker PC
— so normal “trust traffic”.

It is a MITM attack type, where attacker will lie to you and
default GW of the network that he is the right MAC
address behind the IP

All the traffic will afterwards go from your PC to
destination (f.e. facebook) without you realizing it.

All cleartext traffic can be simply shown on attacker PC.

This is the simple reason why to follow security
recommendations on slide 7

It is highly recommended not to login to any page on public
wireless network if it is not necessary.

Router
192.168.1.1

CCcCc.cccc.cccc

Data flow

L]

Fero‘s laptop
192.168.1.10
Qaaa.aaaa.aaaa

Router
192.168.1.1
cccc.cccc.cccc

Switch

Data flow or same
wifi

Ll

Fero‘s laptop Hey,
192.168.1.10 192.168.1.1 is me

aaaa.aaaa.aaaa CCcc.cccce.cccc

[

T
Attacker

192.168.1.110
bbbb.bbbb.bbbb

Hey,
192.168.1.10 is me :
cccc.ccce.cccc

L

Attacker
: 192.168.1.110
bbbb.bbbb.bbbb




ARP poisoning demo

Before attack : ARP cache before & after attack :

Ethernet adapter Ethernet: C:\Users\ahyben»arp -a

Connection- «peciFii DNS Suffix : _

IPv6 Address. . . .. . . . : fcee:10:200:2::f Interface: 16.206.2.116 --- oxb

Link-local Iijthess. . . . . : fe8@::a5908:ff5a:b832:3691%11 Iﬂferﬂef ﬂddre;; Physical Address

IPv4 Address. . . . . . . . . . . : 10.200.2.1] ] B2-ch-Be-fd-bc-bc

EEEZiErh‘IEiEEQT‘: = =z = = = £ © = = E '-_ ¢ ._.'.__. B r .-_ e I _F_F__F_F__F_F__F_F__F_F__F_F

g oo : : 61-80-52-08-06-16

81-86-5e-88-68-Th
81-86-5e-88-86-fC
81-88-5e-7f-ff-fa

!:L—|
r_'l'r_'l"- -l

e+ r

C:\Users\ahyben>arp -a

fed Fd P o

L B PR P

[ I T T W T W I Wy |
=t

=+

Interface: 10. 1@@ 2.118 --- akb

Internet -J.r'lr'irE — T e e
C:\Users\ahyben»arp -a

=

FE-FF-FF-FF-FF-FF
©1-00-5e-00-00-16
@1-80-5e-00-080-fb
©1-80-5e-80-088-fc
@1-80-5e-7f-ff-fa

Interface: 16.200.2.116 --- éxb
Internet Addre;; Physical HddrE
L2088, 2, ] a8
. 288,
C:\Usersiahyben>_ 1o.200.

=1
=1
s
5
=1

12-1a-7f-68-8a-aa
- -fF-F-ff
81-88-5e-06-80-16
81-66-5e-86-86-fb
81-86-5e-80-808-fC
@1-ee-5e-7f-ff-fa

Fud P [
[

R S
+ r

[ T R e R W R W |
(3

=+

M B BRI B
L B B P

L
.




Phishing attacks

Phishing is a general term that refers to any cyber
attack where a hacker disguises themselves as a
trusted source in order to acquire sensitive
information.

 There are many types of phishing attack, but
mostly used is scam e-mail.

* |ngeneral, it works in a way that someone will
send you a message from an institute you trust,
asking you to use their link to access your bank
account and they will get access to it.

* Some of them are not so intelligent and will just
ask you for some money with some pretty story
about : gold in Africa, lost cousin in problems.

* In Slovak language we have word “smejdi” for
this. They can operate in real world or online.



https://www.youtube.com/watch?v=LiLS7U7YIdc&t=579s

Next steps in Network Security

There are many companies that provides dedicated trainings for this field, but all those trainings have
pre-requisites of basic Networking, Linux & Virtualization skills.

Most of them require at least basic python skills.

Introducing All New

On Steroids Cloud Computing
Vendor neutral trainings : fom e e oY s s
Attack Vectors Hacking Web Applications
. CO m pT | A Flle ¥es5 malware, tageted Wed APL, webhooks and web shell
Vr‘l arwire, Wed AP theaats and Wel ::] " ..v,."‘,_ Web API hacking &

e |SC?
_— Enumeration Operation Technology
e EC-Council sintospmsabe i A o

Malware Reverse
Engineering
1C Ant Dynamic Malware

Vendor specific (just example, there are many more) :
* C(isco
* FortiNet

* Juniper

Slide
43



https://www.comptia.org/certifications/security
https://www.isc2.org/Certifications
https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/ccna-200-301.html
https://training.fortinet.com/local/staticpage/view.php?page=certifications
https://www.juniper.net/us/en/training/certification/

Gateway — Gateway / IPSEC VPN

IPsec VPN je bezpecny spdsob pripojenia dvoch alebo
viacerych sieti cez internet, ktory zabezpecuje Sifrovanie a
autentifikaciu dat prenasanych medzi sietami.

Tento typ VPN vyuziva IPsec (Internet Protocol Security)
protokoly na zabezpecCenie komunikacie medzi branami,
¢im chrani data pred moznym odpocuvanim alebo
Zmenou.

IPSEC VPN umoznuje vzdialenym sietam komunikovat tak,
akoby boli priamo pripojené cez sukromnu siet, o je
uzitoCné pre spojenie pobockovych kancelarii, vyrobnych
zavodov alebo distribucnych centier.

Kazda brana v sieti ma svoje vlastné unikatne identifikacné
Udaje, vratane preddeleného kluca, ktory sa pouziva na
autentifikaciu a zabezpecenie spojenia.

Skladd sa z dvoch faz :

e 1. Faza vytvori kontrolné tunely medzi branami, aby
brany vedeli vytvorit bezpecné datoveé tunely

e 2. Faza vytvori priamo datove tunely, ktoré prenasaju
data medzi lokaciami.

internet

Sumarny Sumarny
network network

Priklad :
 Na lokacii 1 budeme mat 10.1.0.0/16
 Na lokacii 2 budeme mat 10.2.0.0/16

Subnety v oboch lokaciach mézeme mat
rdzne mensie podsiete
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Client — Gateway / SSL VPN

CIieth;to—GatewaY / SSL VPN je typ bezpecného pripojenia, ktory
umoznuje jednotlivym zariadeniam alebo uzivatelom vzdialene
pripojit sa k sieti organizacie cez internet.

Tento typ VPN zabezpecuje Sifrovanie a autentifikaciu dat
prenasanych medzi zariadenim uzivatela &client) a branou
organizacie (gateway), ¢cim chrani komunikaciu pred neopravnenym
pristupom.

Client-to-Gateway VPN je obzvlast uzitoCny pre vzdialenych
zamestnancoy, ktori potrebuju pristupovat k firemnej sieti z réznych
lokalit alebo z domu.

moze byt konfigurovany pre rézne typy autentifikacie, vratane
uzivatelskych mien a hesiel, dvojfaktorovej autentifikacie alebo
certifikatov, Co zabezpecuje prispdsobitelnost podla Specifickych
potrieb organizacie.

Po Uspesnej autentifikacii, dostane klient na svojom koncovom
zariadeni (PC, mobil, tablet), novy virtualny interface, na ktorom

prideluj IP adresu VPN gateway pomocou DHCP. Tato IP je nasledne
pouzita na komunikaciu do VPNKky.

Pri client-gateway VPNkach vieme hovorit o 2 typoch routingu :

routing vsetkého do VPN (Cize aj ked idete na facebook, Ci volate
cez MS Teams, ide to cez VPNku)

split-tunnel (do VPNKky posielate len komunikaciu relevantnu pre
biznis, vSetko co ma ist do internetu tam aj nadalej ide)

internet

-

Klienti m6zu po prihlaseni
dostat IP z rovnakého IP
subnetu, alebo ich tiez vieme
logicky rozdelit do roli a
kazdej dat iné IP subnety a
pre tie nastavit iné prava.

Sumarny
network
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Cloud Networking

* VcCera sme sa dozvedeli, ze na segmentaciu sieti na mensie
Casti pouzivame VLANKy.

* Tiez sme sa dozvedeli, ze limit na poCet VLAN je 4096, Co asi
nemo&ze byt dostacujuce pre pocet v multi-tenant prostredi
public cloudu.

e Ako to teda robia ?

e Kazdému zakaznikovi, ktory si vytvori network (u réznych
operatorov su iné nazvy — napr. Vnet, VCN, VPC) vytvori
vlastny virtualny switch. Nie VLANku — ale switch, ktory
moze mat rozne VLANKy.

 Vkazdom networku moéze zakaznik nastavovat VLANKky,
tieto ale mozu byt len z rovnakého IP range-u ako network
(mensia sub-siet), aby si usetrili problémy s routingom.

e Zakaznikovi daju moznost prepajat si tieto switche aich
VLANKky cez r6zne virtualne routre ale do internetu ide
kazdy zakaznik samostatne.

Ak niekto spraqu'e multi-tenant prostredie, musi sa

pripravit na 2 velké challenges :
* On-premise datacentra s ich rozsahmi

* Nevola / Neschopnost zakaznikov pouzivat IP range,
ktory chceme.

On-Prem

Il Datacentra

Public Cloud

Zakaznik 1 Zakaznik 2

Virtual switch 1 Virtual switch 1

Virtual switch 2 Virtual switch 2




